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Comprehensive
Threat Protection:

» \Worms

» Trojans

» Backdoor attacks

» Spyware

» Port scans

» VOIP attacks

» DoS attacks

» Buffer overflows

» P2P attacks

» Statistical anomalies
» Protocol anomalies
» Application anomalies
» Malformed traffic

» Invalid headers

» Blended threats

» Rate-based attacks

» TCP segmentation &
IP fragmentation attacks

About Vyatta

Vyatta is disrupting the networking industry by
providing on-demand software-based network-
ing and security solutions that uniquely satisfy
emerging IT architectures leveraging virtualiza-
tion, multi-core server platforms and cloud
computing models. Vyatta software and virtual
machines provide a complete enterprise-class
routing and security feature set that can be
provisioned, licensed, billed and scaled on-
demand, truly presenting the network as an
application. Thousands of physical and virtual
and cloud infrastructures around the world,
from small enterprise to Fortune 500 custom-
ers, Federal Government to Global Telecom,
are connected and protected by Vyatta.

Vyatta Sourcefire VRT Intrusion Prevention

Proactive Prevention Against Network Attacks

Vyatta’s Sourcefire VRT based network intrusion prevention and detection system provides
integration of the industry-leading Snort rules used by security professionals worldwide.
Vyatta's Vyatta PLUS Sourcefire VRT Rules provide comprehensive threat protection from
the Sourcefire Vulnerability Research Team (VRT) to analyze network traffic and prevent
critical threats from damaging your network.

Rather than traditional exploit-based signatures, which provide no protection against
unknown or zero-day threats, Vyatta PLUS Sourcefire VRT rules:

» Provide protection against any possible exploitation of a vulnerability

» Protect customers before exploits are released

» Trigger reliably, without false positive and false negatives

» Allow for a manageable number of updates and rules

Backed by the Sourcefire Vulnerability Research Team (VRT), a group of leading edge
network security experts working around the clock to proactively discover, assess and
respond to the latest trends in hacking activities, intrusion attempts and vulnerabilities, the
combination of the Vyatta network OS and Snort’s robust rules enable the industry’s most
comprehensive threat coverage.

Vyatta is dedicated to protecting customers by verifiably defending against:
» all possible attacks against vulnerabilities,

» before specific exploits proliferate in the wild, while

» minimizing false positives and eliminating false negatives.

VWyatta PLUS Sourcefire VRT rules work with Vyatta Network OS and updates are deliv-
ered from a Wyatta entitlement server. A Vyatta PLUS subscription and entitlement ID are
required to add this advanced security service to your Vyatta software or appliance.
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